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Ukazka vyuziti

Prakticke cviceni pro predmet X
Ugastnici pfedmétu
o Studenti

o Konzultanti z komercni firmy

Povolit pristup na stroje pomoci SSH klice

Zridit mailing list pro kazdou skupinu



Pozadavky

e |dentifikovat uzivatele
e Ziskat dodatecné informace od uzivatele
e Zaradit do odpovidajici skupiny

e Konfigurace sluzeb



rihlaska

@® | https:j/alcor.ics.muni.cz/perun-gui-devel/ApplicationFormCert.html?vo=predmetX&locale=cs

Prihlaska do VO Predmeét X

Zaregistrujte se zde, abyste ziskali pfistup ke strojlim, kde budete provadét cvi¢eni. A aby Vam mohli byt odesilany informace pres mailinglist.

. Login, ktery budete pouzivat pro pristup
Login*
ke strojum.
- Sem vioZte verejnou cast svého SSH
SSH klic* Wi
ice
. - - E-mail bude zarazen do mailing listu
Email* glory@ics.muni.cz mét
predmétu.

@ Prihlasit se do predmétu

Kontakt: info@university-x.com © CESNET, CERIT 2011 - 2013




Pristup na prihlasku

e Studenti pristupuji na prihlasku pomoci
federovane identity

e Konzultanti z komercni firmy si vytvori ucet
na Hostelu

e Kazdou prihlasku schvaluje ucitel predmetu



Stav prihlasek

QD @ & | http

or.ics.muni.cz/perun-gui-devel/PerunWebKrb .html#vo/list;vo/detail?7id=6056 1;vo/appl

Name: Slavek Licehammer

) J g predmetx.cesneticz
OPerun . L S
' ' b PERUNADMIN
. <fl >
O Perun admin B vos Bl PredmétX £l Piedmét X: applications | x X

VO manager & Verity © Approve € Reject © Delete = State: [All v| |57 Fitter = Submitted by:
L5 Predmét X Created date Type State E;bmmed Loa Group Mc Countl 3
& Members Pavel
2013-03-18 = REJECTED = 0 glory@META

& Managers Zlamal

& Groups 2013-03-18 = VERIFIED ol 0 staa@META
p=]

&-) Resources Slia

- 2013-03-17 = APPROVED = vk glory@META
Licehammer

R| SLDs

=p Facilities states

@ External sources
fE settings

& Applications

[&] Application form

& Group manager

Q Facility manager

& User

Perun © CESNET, CERIT 2011 - 2013 license M2 0%




Nastaveni prihlasky

@ | https:/alcor.ics.muni.cz/perun-gui-devel/PerunwebKrb .html#vo/list;vo/detail?id=6056 1;vo/appl-for ¥ n earcl

+} y
) 1le

é)Perun
€) rerun admin

L!l VO manager

L[5 Predmét X

& Members

& Managers

& Groups

&7 Resources

R| SLDs

=9 Facilities states
@ External sources
{E Settings

& Applications

[E] Application form

ga Group manager

=" Facility manager

& User

Now J L - Name: = Slavek Licehammer
managing: Predmet X © No active requests Roles: SELF, PERUNADMIN
- N I <> %
e H 1
B vos Bl PredmétX [F] piedmét X: application form | x
Approval style: Manual
= - — o q (INITIAL) Manual = = E.mai PE—
E] save @ Add [ Copy from VO [E Preview (EXTENSION) 5 Settings =] E-mail notifications
Module name:
Short name Type Preview Edit
HTML_COMMENT  Registraéni formulf pro predmét X. f 1 B Edt ® Delete
username*  USERNAME f i [ Edit © Delete
ssh_key* TEXTAREA | 1| B Edt | & Delete
email* VALIDATED_EMAIL fl L B edt @@ Delete
SUBMIT_BUTTON @ Create login fl L B edt @@ Delete
© CESNET, CERIT 2011 - 2013 license M ié}




Sprava skupin

e Dve skupiny v ramci predmetu
o konzultanti
o studenti

e Kazda ze skupin ma obraz i jako unixova
skupina
o Definovana unikatnim jménem a GIDem

e Kazda skupina reprezentuje i mailing list



u ) 4 [
Skupiny v ramci VO
@ | http: or.ics.muni.cz/perun-gui-devel/PerunWebKrb .html#vo/list;vo/detail?id=60561;vo/groups? eal ith Google !

Name: Slavek Licehammer

=]
Now Lué , DEVE] Recently = predmetx.cesneticz A
eperu n HKRbgE) Piedmet X gy @ No active requests YEiadd SELF,

PERUNADMIN
o <H>H93
9 Perun admin B vos Bl Piedmét X 2 Piedmét X: groups | X %
VO manager @ Create © Delete 7 Filter
[G] Predmét X Name Description Count: 4
& Members administrators Group containing VO administrators
& Managers members Group containing VO members
B Groups konzultanti Externi konzultanti predmétu X
&-) Resources studenti Studenti pfedmétu X
R| SLDs

=9 Facilities states
@ External sources
& settings

& Applications

[&] Application form

5’& Group manager

L; Facility manager

& User

Perun © CESNET, CERIT 2011 - 2013 license W& 9%




Rizeni sluzeb

e Rizeni pristupu na unixovy stroj
o Vytvoreni unixoveho uctu na cilovem stroji
o Vytvoreni domovskych adresaru
o Priprava souboru authorized keys pro SSH

e Mailing list
o Konfigurace mailmana, vytvoreni dvou mailinglistu
podle skupin



Prirazené sluzby

@ | https://alcor.ics.muni.cz/perun-gui-devel/PerunWebKrb .html#vo/list;vo/detail?id=6056 1;vo/resourc:

# JEgscoch vith Google

) ) E sredmetx.cesnet.cz Name: Slavek Licehammer
TIow nEL Predmet X Rece_ntly ' @ Mo active requests SELF
managing: used: g Roles: .
PERUNADMIN
- <l >
s X redme X m Predmet X: resources X | & predmetx.cesnet.cz X
Perun admin B vo B PredmétX Piedmét X: i) predmet t X
VO manager i i =
L’l g Resource ID: 117737 Resource Name: predmetx.cesnet.cz Facility: predmetx.cesnet.cz Description: Pristup na stroj 308
predmetx.cesnet.cz
5] Predmét X
" y
& Members Assigned services
& Managers
2 Groups @ Assign © Remove
&-) Resources Name Count: 4
R| SLDs
fs_home
= Facilities states
group
@ External sources
passwd
E Settings
sshkeys
& Applications
[E] Application form
@ Group manager
EJ Facility manager
& User
Perun © CESNET, CERIT 2011 - 2013 license W {0
m - P @ — 100% .




Distribuce informaci

e Propagace
o Mechanismus pro distribuci konfiguraci
o Minimalizace single point of failure
o Propagace pouze pri zmeneé
o Konfigurovatelny transportni mechanismus
m SSH, FTP, e-mail, Jabber, ...

o LDAP
o Pro aplikace vyzadujici "videt" zmeny
okamzite



Zaver

e / pohledu uzivatele

O Pristup na prihlasku a vyplnéeni informaci
O  Obdrzi notifikaci o uspésném schvaleni pfihlasky

e /Z pohledu ucitele predmetu
O  Vytvoreni prihlasky
O  Vytvoreni skupin
O Schvalovani prihlasek
O Pfifazovani do skupin (Ize automaticky)

e /Z pohledu administratora stroje a mailmana

O Definovani parametru sluzeb passwd, group, fs_home a mailman
O Instalace klienta perun-slave na stroje



Pristup na stejnou sluzbu z vice VO

e Prikladem je CVS server
e Lidé z ruznych VO pracuji na spole¢nych
projektech




Rozhrani Peruna

e Uzivatelské
o Webové GUI
o CLI

e Programatorske
o REST + json
o Perl knihovna
o Java knihovna

e Podporované autentizace
o Federace, X.509, Kerberos, anonymni pristup



Demo vytvoreni nove sluzby

e Sprava pristupu uzivatell na webovou
aplikaci na zaklade federované identity



https://alcor.ics.muni.cz/perun-gui-devel/PerunWebKrb .html#srv/list7active=1;

=) = Name: Slavek Licehammer
f 3 tx.cesneticz
Now L . DEVE] Recently = predme ) 4
managing: r_ré Predmet X Y © No active requests SELF

PERUNADMIN

Roles:

I services

[l Virtual organizations = Create service

[E5 Facilities

@ External sources ! Name: apache_fed
T senices

=% Propagations

Owner: |Slavek Licehammer x|

_ ) Create
& Attributes

& Owners

& users

£ Publications
@ Statistics
{3 Audit log

(&) Searcher

M VO manager

Sﬁ Group manager

['_ Facility manager

g User

Perun © CESNET, CERIT 2011 - 2013 license M2 {5




http

[&] Vvirtual organizations
[E5 Facilities

@ External sources
T senices

=9 Propagations

fE Attributes

& Owners

& users

£ Publications

@ Statistics

{3 Audit log

@ searcher

Lll VO manager

@ Group manager

Eb Facility manager

User

Now J L
managing: Lll Predmét X

S¢

@ Add

defaultHomeMountPoint

defaultShell

defaultUnixGID
desc
description

description

disk

displayName
eduPersonAffiliation

eduroamldentities

filesLimit

filesQuota

apache_fed: add required attributes

resource

resource

user_facility
facility
group

resource
facility
user

member

user

member_resource

member_resource

© CESNET, CERIT 2011 - 2013

© No active requests

String

String

Integer
LinkedHashMap
String

String

LinkedHashMap

String
String

ArrayList

Integer

Integer

Name: = Slavek Licehammer
Roles: SELF, PERUNADMIN

Default mount point
for members

Default shell for
members

null
short description
null

null

Description of
installed disks

User's display
name

User's affliation

List of eduroam
identities

Hard quota for
number of files

Soft quota for
number of files

license w5




? T @ @ | https:jalcor.ics.muni.cz/perun-gui-devel/PerunwebKrb.html#attr/attr-def?active=1;

— : At Name: Slavek Licehammer
I ’ Now L\ ] Recently =~ PredmetX | )
e e ru n managing: Lo predmetx.cesnet.cz v @ No active requests SELF,

Roles:  pERUNADMIN

0 Perun admin B Attributes

Ll Virtual organizations Create attribute definition
|55 Facilities
@ External sources

T senices

) Description: File containing authz entri¢
=b Propagations

Friendly name: apacheAuthzFileFed

& Attributes

& Owners

Entity: [facility ~|
Definition type: |det 'I

& users

&= Publications watue type: |otr|ng LI
@ Statistics
{3 Audit log € Create @ cancel ]

racmy =t

.| VO manager
2‘3‘ Group manager
L..‘_‘ Facility manager

3 User

Perun © CESNET, CERIT 2011 - 2013 license M= i5:




B! fusr/bin/perl

use strict;

use warnings:

use perunServiceslnit:
use perunServicesltils:
use File::Basename:

our $SERVICE_NAHE = basename($0):
local $::PROTOCOL_VERSION = "3,0,0":
my $SCRIPT_VERSION = "3,0,0":

perunServiceslnitiiinit:
my $DIRECTORY = perunServiceslnit:igetDirectory:
my $data = perunServiceslnit:igetHierarchicallata:

ny $dir = "SDIRECTORY/$::SERVICE_NAHE":
mkdir $dir or die "Can't create dir $dir: $1":

o $A_U_EPPN: *A_LI_EPPN = N'urniperuniuserattribute-def (def ieppn’:
our $A_F_APACHE_AUTHZ_FILE: *A_F_APACHE_RUTHZ_FILE = \'urniperunifacilityiattribute-def:def:apachefuthzFileFed':

my Zfacilityfttributes = attributesToHash $data->getAttributes:

ny $file = "$dir/$SERVICE_NAHE":

open FILE,">$file" or die "Cannot open $file; $1":

my $pathfFile = "sdir/path":

open PATHFILE, ">$pathFile" or die "Cannot open $pathFile: $1":
print PATHFILE s$facilityAttributes{$A_F_APACHE_AUTHZ_FILE}:
close PATHFILE or die "Cannot close $pathFile; $1":

foreach my $rlata ($data—>getChildElements) 1
foreach my $memberfittributes (dataToAttributesHashes $rlata->getChildElements) {

print FILE "require user ", $memberfittributes—>{$A_U_EPPN}, "n":

1
J
close(FILE) or die "Cannot close $file: $1":

perunServiceslnit:ifinalize:




Hlfbinﬁbmﬁh
PROTOCOL_YERSION="3.0.0"

function process {

A C+atuc ~aodac
I_CHANGED=(0 ’"${DST_FILE} updated’)

I_NOT_CHANGED=(0 ’"${DST_FILE} has not changed’)
E_DEST_PATH=(50 'Problem with getting destination file path from $FROM_PERUN_DIR/$DIR/path’)

create_lock

DST_FILE= “"$WORK_DIR/path™
L 57 —eq 0 1 Il log_msg E_DEST_PATH

CHANGED=0
# Create diff between old.perun and .new
diff_mv “"${WORK_DIR}/apache_fed™ “${DST_FILE}™ \
&& log_msg I_CHANGED && CHANGED=1 1l log_msg I_NOT_CHANGED

if [ $CHANGED -eq 1 1 : then
/etc/init.d/apache?2 force-reload

fi




https://alcor.ics.muni.cz/perun-gui-devel/PerunwebKrb .html#fac/detail?id=762&active= 1:fac

Now Ll
managing: A fe.dul.cesnet.cz

b Facilities |5 fe.dul.cesnet.cz (storage) X

Facility ID:

€ No active requests

762 Facility Name: fe.dul.cesnet.cz Facility Type: storage

|| VO manager

2;, Group manager Propagation status

1 Y Reload
L Facility manager

Service Type Status Scheduled

Name: Slavek Licehammer (change')

Roles:

Started

SELF, PERUNADMIN

Ende Count:12

= All facilities states 2012-12-12
16:48:08
2012-12-12
16:52:12
2012-12-12
16:48:08

2012-12-12
16:48:00
2012-12-12
16:52:00
2012-12-12
16:52:12

2012-12-12
16:48:03

2012-12-12
16:48:00

2012-12-12
16:52:00

Amam A e

fs_home GENERATE DONE

|5 fe.dul.cesnet.cz

|5/ Hosts fs_home SEND PROCESSING

&-) Resources
group GENERATE NONE

o Managers

= Senices propagation group_nfs4 GENERATE NONE

| Propagation status

group_nfs4 SEND DONE

s destinations

s settings group SEND ERROR

passwd GENERATE NONE

3 User

passwd_nfs4 GENERATE DONE

passwd_nfs4 SEND PLANNED

Perun © CESNET, CERIT 2011 - 2013

2012-12-12
16:50:02

2012-12-12
16:54:01

2012-12-12
16:50:02

2012-12-12
16:50:02

2012-12-12
16:54:01

2012-12-12
16:54:01

2012-12-12
16:50:02

2012-12-12
16:50:02

Never

2012-12-12
16:50:05

Never
2012-12-12

16:50:04

2012-12-12
16:50:04

2012-12-12
16:56:53

2012-12-12
16:56:53

2012-12-12
16:50:04

2012-12-12
16:50:03

Never




cs.muni.cz/perun-gui-devel/PerunWebKrb .html#fac/detail?id=762;fac/list;

— = . . S|Aay i -
( ] aaieye.cesnet.cz Name: Slavek Licehammer

=]
2‘;‘% RE |z | fe.dul.cesnet.cz 5:::,"”3’ ' B © No active requests HEhel SELF,
ging: = : 3 predmetx.cesnet.cz ) PERUNADMIN

Bs Facilities Bs fe.dul.cesnet.cz (storage) [Z5 Tasks results: group SEND | X

Return Standard
code Message

2012-12-12 0 See debug Slave script ends with
16:54:02 log. return code: 0

@ Group manager . .
2012-12-12 See debug Group GIDs in group file
R e ERROR  16:54:02 log. are not unig: 1001 1010

=l AT 2012-12-12 See dehug Slave script ends with
EJ Facility manager fe3.dul.cesnet.cz host group DONE Cenq i ot

2012-12-12 See dehug Slave script ends with
16:54:02 log. return code: 0

= fe.dul.cesnet.cz 12- s :
E te5 dul cesnet cz host aroup DONE 2012-12-12 See debug Slave script ends with

E Hosts 16:54:02 log. return code: 0

Destination Type Service Status Time Error Message

L!i VO manager

fel.dul.cesnet.cz host group DONE

=9 All facilities states fe4.dul.cesnet.cz host group DONE

DONE 2012-12-12 See dehug Slave script ends with

45 Resources feb.dul.cesnet.cz host group 16:54:02 log. return code: 0

& Managers

=p Services propagation
[@ Propagation status
[@ Senices destinations

9% Senvices settings

& User

© CESNET, CERIT 2011 - 2013 license M= {5




Statistiky

27 VO
CEZtest, fedcloud.egi.eu, linkYX, ...

231 facilities
1800 stroju

1937 unikatnich uzivatell



Dokumentace

e Uzivatelska
o https://wiki.metacentrum.cz/wiki/Perun

e Programatorska
o JavaDoc



Aktualné spravovane sluzby

AFS

zakladani pts zaznamu a uzivatelskych adresarl

fs_home, fs_scratch

zakladani uzivatelskych adresaru

fedcloud_export

sprava uzivatelskych ucétu pro FedCloud

group, group_nfs4, passwd,
passwd_nfs4, passwd_scp,
mailaliases

sprava linuxoveho uctu

k5login, sshkeys

fizeni pfistupu k uzivatelskym uctim

k5login_root, sshkeys_root

fizeni pfistupu k uctu root

mailman

sprava mailing lista

pbs_phys_cluster, pbs_pre

sprava PBS serveru

apache_ssl

sprava pristupu uzivatell na web na zakladé osobnich certifikata

flexim_iptables

fizeni pFistupu k licenénimu serveru flexlm pomoci iptables

users_export

export uzivatell pro potfeby accountingu na CESNETu

voms

sprava uzivatelll pro voms server

radius

fizeni pfistupu k WiFi




Kontakt

perun@cesnet.cz



