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SW pozadavky

e SimpleSAMLphp
o Apache
o PHP
o Composer

e Shibboleth
o Apache



SimpleSAMLphp - instalace "

e Instalace SimpleSAMLphp
o https://qithub.com/simplesamlphp/simplesa
mlphp
o Instalace pomoci Composeru:
m htips://getcomposer.org/download/

php composer.phar install



https://github.com/simplesamlphp/simplesamlphp
https://github.com/simplesamlphp/simplesamlphp
https://getcomposer.org/download/

SimpleSAMLphp - konfigurace "

e \ygenerovani certifikatu - adresar cert/

openssl req -newkey rsa:2048 -new -x509 -days 3652 -nodes -out saml.crt
-keyout saml.pem

e Pridani metadat IdP
o Do metadata/saml20-idp-hosted.php vlozit
metadata Proxy I|dP

o Metadata dostupna z:
https://login.cesnet.cz/proxy/saml2/idp/metadata.php



SimpleSAMLphp - konfigurace (2) "

e Minimalni konfigurace - config/authsources.php

=> array(

=> array(

—
—p
=> null,
=> fmall,
=> null,




SimpleSAMLphp - konfigurace (3) "

e Konfigurace Apache2

Alias /simplesaml /opt/simplesamiIphp/www
<Directory /opt/simplesamlphp/www>
Require all granted

</Directory>



SimpleSAMLphp - ukazkove SP "

<!DOCTYPE html>
<HTML>
<PRE>
<?php

// load the SimpleSAMLphp classes
require_once( b 1~

// select the default authentication source
= Cimpl eSAM A h Simple : .
= pleSAML_Auth_ > ;
Sas = new SimpleSAML_Auth_Simple( )

// require authentication
Sas->requireAuth();]

// get the attributes
Sattributes = $as->getAttributes();

// print the attributes
print_r(Sattributes);

7>

<input type= onclick="1location="'<?php echo $as->getLogoutURL( ' ysey, s
</PRE>
</HTML>

value= />




Shibboleth - instalace "
¢ Instalace Shibboleth (Debian)

echo ‘deb http://pkg.switch.ch/switchaai/debian jessie main' >
/etc/apt/sources.list.d/SWITCHaai-swdistrib.list

curl -0 http://pkg.switch.ch/switchaai/SWITCHaai-swdistrib.asc
apt-key add SWITCHaai-swdistrib.asc

apt-get update

apt-get install —-install-recommends shibboleth

e \Vygenerovani certifikatu
o V /etc/shibboleth pomoci shib-keygen



Shibboleth - instalace (2) "

e Do attribute-map.xml pridat

eduPersonUniquelD:

<Attribute name="urn:0id:1.3.6.1.4.1.5923.1.1.1.13" id="epuid">
<AttributeDecoder xsi:type="ScopedAttributeDecoder’/>
</Attribute>
<Attribute name="urn:mace:dir:attribute-def:eduPersonUniqueld"
id="epuid">
<AttributeDecoder xsi:type="ScopedAttributeDecoder’/>
</Attribute>



Shibboleth - konfigurace

° o Vd
e Minimal
xmlns:- 1
conf=
saml=

<SPConfig
xmlns:
xmlns:
xmlns:samlp
xmlns:md
clockSkew
<ApplicationDefaults entityID
REMOTE_U
<Sessions lifetime
checkAddress=
<SSO entityID
>

>

</SS0>
<Logout>
<Handler
<Handler
<Handler
<Handler
</Sessions>
<Errors supportContact=
helpLocation- {
styleSheet
<MetadataProvider type
backingFilePath
<AttributeExtractor type-
<AttributeResolver type
<AttributeFilter type
<CredentialResolver type-=
</ApplicationDefaults>
<SecurityPolicyProvider type-
<ProtocolProvider type
</SPConfig>

</Logout
type etada
types=
type-=
type

ni konfigurace shibboleth2.xml

SER-=
timeout
handlerSSL-

relayState
cookieProps-

>
( S

Location
acl= i -
showAttributevalu

/>

igning-
/>

es

/>
/>

Location
Location
F Location

/>
uri= |
reloadInterval
reloadChanges-

4

/>
validate -
subjectMatch
validate
key

path

path=

certificate= />
validate Lo >
validate t

path

reloadChanges path />



Shibboleth - konfigurace Apache "

e mod_shib
LoadModule mod_shib /usr/lib/shibboleth/mod_shib_22.so
e \ynucené prihlaseni
<Location /mySP>
AuthType shibboleth
ShibRequestSetting requireSession 1
Require valid-user

</Location>

e Lazy sessions
o Volitelne prihlaseni pres /Shibboleth.sso/Login
<Location /mySP>
AuthType shibboleth
Require shibboleth
</Location>



Shibboleth - Ukazkové SP

<!DOCTYPE html>

<HTML>

<PRE>

<?php

echo Welc . S_SERVER|[

print_r(S_SERVER)

<input type= tt onclick="1location=

</PRE>
</HTML>




Pripojeni k Proxy AAl "

e Proces jeste neni formalne nastaven
e Priklad z infrastruktury ELIXIR
o Mailem odeslat:
m Nazev sluzby
m Popisu sluzby
m Metadata



Prihlaseni uzivatele

e Navstivi chranene URL
e Souhlasi s odeslanim osobnich udaju

English | Cestina

cesnet

Consent about releasing personal information

v

Information that will be sent to SAML SP Service-TEST

Level of Assurance
2

displayName
Pavel Vyskocil

Person’s principal name
pvysk@einfra.cesnet.cz

Mail
vyskocilpavel@muni.cz

Person’s principal names from home organization(s)

Home organization affiliation

Person’s unique Id
df6fe45d8bb8eabb942792eacc62f57df2e2a5e1@einfra.cesnet.cz

Entitlement regarding the service
urn:geant:einfra.cesnet.cz:perun.cesnet.cz:group:einfra:members

Community affiliation
affiliate@einfra.cesnet.cz
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