¢
OpenlD Connect

Martin Kuba
makub@cesnet.cz



Obsah

co jsou OpenlID Connect a OAuth 2
principy OAuth 2
o 4 zucastnene strany

O

O

scope, access token
ruzné typy authorization grant flow

rozsireni OpenlD Connect nad OAuth?2
vyzkousené implementace

O

O
O
O

OpenlD Provider - MitrelD Connect
server-side client - Apache mod_auth_openidc
JavaScript client - oidc-clients

Resource Server - Apache mod_auth_openidc




O

e OpenlD Connect (dale OIDC) je rozsireni autorizacniho
protokolu OAuth 2 o autentizaci a API pro ziskavani
informaci o uzivateli

e OAuth 2 je autorizacni protokol, jimz uzivatel, vlastnici
zdroje na resource serveru, zplnomocnuje cizi aplikaci,
aby jeho jménem se zdroji zachazela

e z hlediska aplikaci je OIDC obdoba SAML2, ale
o neni nutna vyména metadat mezi |IdP a SP
o uzivatel si sam voli, ktera osobni data aplikaci

zpristupni
o aplikace nejsou omezené na web (i mobilni,
desktopové, command-line, SmartTV)

OpenlID Connect a OAuth2
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OAuth 2

e definovan v RFC 6749 z roku 2012

e pouzivan firmami Google, Facebook,
Microsoft, Twitter, LinkedIn, GitHub atd.

e je urcen pro bezpecné delegovani
pristupu, ale byl od poCatku pouzivan i pro
federovane prihlaseni

K3 Login with Facebook

G+ Login with Google Login with Instagram

() Login with GitHub In Login with LinkedIn

¥ Login with Twitter

o= Login with Microsoft




OAuth2 - zacastnéene strany

® resource owner - uzivatel

® resource server - server spravujici uzivatelova
data, umoznuje urcité operace nad nimi, pravo
K urCitym operacim se nazyva scope

e client - aplikace, ktera chce pristup k operacim
s uzivatelovymi daty (Cteni, zmeny, mazani)

e authorization server - server, ktery autentizuje
uzivatele, pta se jich ktere scopes chteji povolit
urcitému clientovi, vydava access token
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OAuth 2 - priklad

® resource owner - ja
e resource server - Google Calendar API

na https://www.gooqgleapis.com/calendar/v3
® scopes

O Cteni | ZépiS - https://www.googleapis.com/auth/calendar

O jen cteni - https://www.googleapis.com/auth/calendar.readonly

e client - aplikace ,Business Calendar” pro
Android od firmy Appgenix Software

e authorization server -
https://accounts.google.com/



https://www.googleapis.com/calendar/v3
https://accounts.google.com/

OAuth 2 - registrace clienta

e pred prvnim pouzitim je nutné aplikaci
(client) zaregistrovat u Authorization Server
e soucasti registrace je
o typ aplikace (web, user-agent-based, native)

o seznam povolenych URL s aplikaci
o seznam pozadovanych scopes

e client ziska client_id a client_secret pro
autentizaci vuci Authorization Server



OAuth 2 - schéma komunikace ‘ ’
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OAuth 2 access token

O

access token (odznak pristupu) reprezentuje
autorizaci udelenou uzivatelem clientovi
podle RFC 6749 je ,opaque” (nepruhledny)
obvykle je ve formatu JWT (JSON Web
Token) - digitalné podepsany JSON
Resource Server muze bud rozparsovat
token a overit podpis, nebo se na tzv.
introspection endpoint autorizacniho
serveru zeptat na jeho platnost a vyznam, tj.
seznam Scopes

uzivatel muze vydany token zneplatnit
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e access token ma kratkou dobu platnosti
(napriklad 60 minut)

e pokud client potfebuje delsi pristup, muze
pozadat o refresh token s dlouhou dobou
platnosti

e refresh token muze client vyménit volanim
token endpointu autorizacniho serveru
Za novy access token

OAuth 2 refresh token



Authorization Grant Flows

O

e OAuth 2 rozlisuje tri typy aplikaci:

O

O

web - na serveru, muze bezpecné uchovavat
client_secret

user-agent-based - JavaScript, nemuze bezpecné
uchovavat client_secret ani access token

native - mobilni nebo desktopova, nemuze chranit
client_secret, ale access token muze

e proto existuji ruzné zpusoby ziskani tokenu

O

O O O O

authorization code grant - viz predchozi schema
implicit code grant - AS vyda token clientovi pfimo
resource owner password credentials grant

client credentials grant

device flow grant - pro SmartTV bez klavesnice



OAuth 2 - shrnuti

e OAuth 2 umoznuje aplikaci pozadat
uzivatele o opravneni k operacim s jeho daty

e uzivatel po prihlaseni na autorizacnim
serveru schvali bud vsechna pozadovana,
nebo jen nektera opravneni

e aplikace ziska casové omezeny access
token predstavujici povolena opravneni
jednat za uzivatele volanim Resource
Serveru



OpenlID Connect

O

e OAuth 2 zajistuje prihlaseni, ale nedefinuje,
jak ziskat udaje o uzivateli, kazda sluzba
poskytovala jiné API

e OpenlD Connect definuje

O
O
O

userinfo endpoint - API pro ziskani udaju o uzivatel
scopes - openid, profile, email, address, phone

claims - sub, name, family_name, given_name, middle_name,
nickname, preferred _username, profile, picture, website, gender,
birthdate, zoneinfo, locale, updated_at, email, email_verified, address,
phone _number, phone _number_verified

mapovani scopes na claims
id_token ktery muze (ale nemusi) obsahovat claims
metadata v JSON na /.well-known/openid-configuration



OpenID Connect - schéma
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Priklad claims z userinfo

"sub": "3e65bd2aa4c818bd3579023939b546b69e1@einfra.cesnet.cz",
"name": "Josef Novak",
"preferred_username": "pepa",
"given_name": "Josef",
"family_name": "Novak",
"nickname": "Pepan",
"profile": "https://www.muni.cz/en/people/3988",
"picture": "https://secure.gravatar.com/avatar/f320c89e39d15da1608c8fc31210b8ca",
"website": "http://pepovo.wordpress.com/",
"gender": "male",
"zoneinfo": "Europe/Prague",
"locale": "cs-CZ",
"updated_at": "1508428216",
"birthdate": "1975-01-01",
"email": "pepa@gmail.com",
"email_verified": true,
"phone_number": "+420 603123456",
"phone_number_verified": true,
"address": {
"street_address": "Severni 1",
"locality": "Dolni Lhota",
"postal_code": "111 00",
"country": "Czech Republic"



Priklad obsahu access tokenu "

{
"kid": "rsal”,
"alg": "RS256"
¥
{

"sub": "3e65bd2aa4c818bd3579023939b546b69el1@einfra.cesnet.cz",
"azp": "7652ad4c-4eeb6-4ad1-b571-3576574f383e",

"iss": "https://login.cesnet.cz/oidc/",

"exp": 1508431816,

"lat": 1508428216,

"jti": "5b4f8eb8-3688-4588-8f31-ecb78ba48a76"



Priklad odpovedi z Introspection "

{

"active" :true,

"scope" :"address phone openid profile email",
"expires_at":"2017-10-19T18:50:16+0200",
"exp":1508431816,

"sub” : "makub",

"user_id" : "makub",

"client_id" :"7652ad4c-4eeb6-4ad1-b571-3576574f383e",
"token_type" :"Bearer”

}

e specifikace na
https://tools.ietf.org/html/rfc7662#section-2.2



Priklad metadat OIDC serveru

= C | & Zabezpeceno | https://login.cesnet.cz/oidc/.well-known/openid-configuration

{

request_parameter_supported: true,
claims_parameter_supported: false,
introspection_endpoint: "https://login.cesnet.cz/oidc/introspect”,
- scopes_supported: [

"openid",

"profile",

"email”,

"address",

"phone",

"offline access",

“groupNames”

1,
issuer: "https://login.cesnet.cz/oidc/",
+ userinfo_encryption_enc_values_supported: [..],
+ id_token_encryption_enc_values_supported: [..],
authorization_endpoint: "https://login.cesnet.cz/oidc/authorize",
service_documentation: "https://login.cesnet.cz/oidc/about”,
+ request_object_encryption_enc_values supported: [..],
device_authorization_endpoint: "https://login.cesnet.cz/oidc/devicecode"
+ userinfo_signing_alg values supported: [..],

AV e mecescs e eadiaals r 1




O

e misto ,client” pouziva vyraz ,Relying Party”
e Authorization Server + Resource Server
s userinfo endpointem se nazyva ,OpeniD
Provider (OP)"
e RP odpovida funkci SAML2 SP
e OP odpovida funkci SAML2 IdP

OIDC terminologie



Vyzkousené implementace

e OpenlD Provider - MITREId Connect

o webova aplikace v Jave, zalozena na Spring Security
o https://github.com/mitreid-connect/OpenlD-Connect-Jav
a-Spring-Server
e JavaScriptovy client - oidc-client-js
o JavaScriptova knihovna s certifikaci kompatibility
o https://qgithub.com/ldentityModel/oidc-client-js/

e autentizacni modul do Apache -
mod_auth openidc

o dve role - Relying Party nebo OAuth2 Resource Server
o https://github.com/zmartzone/mod_auth_openidc



https://github.com/mitreid-connect/OpenID-Connect-Java-Spring-Server
https://github.com/mitreid-connect/OpenID-Connect-Java-Spring-Server
https://github.com/IdentityModel/oidc-client-js/
https://github.com/zmartzone/mod_auth_openidc

O

MITREiId Connect

e Maven webapp overlay s vlastnimi
modifikacemi

e pouziva Hibernate pro praci s databazi,
podporuje PostgreSQL, MySQL, Oracle, HSQL

e umime

o napojit na libovolny zdroj dat o uzivatelich (Perun)
prebirat autentizaci uzivatele z Apache

pridavat vlastni scopes a claims

modifikovat odpovéd z introspection endpointu
modifikovat vydavany access token

O O O O



MITREId - profil uzivatele

<= C' | @& Zabezpeleno | https://login.cesnet.cz/oidc/manage/user/profile X

€Perun CESNET OpenlD Connect

ADMINISTRATIVE
Manage Clients

Whitelisted Clients
Blacklisted Clients

System Scopes

PERSONAL

Manage Approved
Sites

Manage Active
Tokens

View Profile
Information

DEVELOPER

Self-service client
registration

Self-service
protected resource
registration

Home

Claim name:

sub

name
preferred_username
given_name
family_name
zoneinfo

locale

email
phone_number
address.formatted
address.street_address
address.locality
address.region
address.postal_code
address.country
groupNames.0
groupNames.1
groupNames.2
groupNames.3

arounNames.4

Home About Statistics Contact

View User Profile

Your user profile has the following information:

Claim value:
3e65bd2aa4c818bd3579023939b546b69e1b75ee@einfra.cesnet.cz
RNDr. Martin Kuba Ph.D.
makub

Martin

Kuba

Europe/Prague

cs

makub@ics.muni.cz
+420549494240

UVT MU Sumavska 15 Brno

aarc_lifescience:IT admins
elixir-cz:cz-users
elixir-cz:elixir-users-cz
elixir-cz:elixirRoots
meta:astro




MITREId - schvalené aplikace

¢ Perun CESNET OpenlID Connect Home  About  Statistics  Contact

ADMINISTRATIVE Home / Manage Approved Sites

Manage Clients
Whitelisted Clients 73 Refresh
Blacklisted Clients

System Scopes These are sites you have approved manually. If the same site asks for the same access in the future, it will be granted without prompting.

PERSONAL Application ®

@
Manage Approved ) gitlab.meta.zcu.cz Authorized: 4 months ago
Sites ® more information Last accessed: 4 months ago

Manage Active @ profile Expires: Never

Tokens
View Brofile Makub's Test client Authorized: 3 months ago iii Revoke
IRt aior ¥ more information Last accessed: 3 months ago
(4 phone ] =D €IZD Expires: Never
DEVELOPER
Self-service client 7% Refresh

registration

Self-service protected
resource registration

Powered by MITREid Connect [(EX] - © 2017 The MITRE Corporation and MIT Internet Trust Consortium.



MITREId - sprava aplikaci

€I Perun CESNET OpenlD Connect

ADMINISTRATIVE

Manage Clients

Whitelisted Clients
Blacklisted Clients

System Scopes

PERSONAL

Manage Approved
Sites

Manage Active
Tokens

View Profile
Information

DEVELOPER

Self-service client
registration

Self-service protected
resource registration

Home

Manage Clients

Client

3% MetaCentrum Makub's
Test client
(@© Registrered 4 months

ago

CESNET Perun RPC
Resource Server

@® Registrered 4 months

ago

gitlab.meta.zcu.cz

@® Registrered 4 months

ago

EF AAI
demo

@© Registrered 3 months

ago

Home

About Statistics Contact

Information

https://took110.ics.muni.cz/callback.html
https://took110.ics.muni.cz/oauth2callback

D 5D

¥ more information

https://perun.cesnet.cz/oauth/

¥ more information

https://gitlab.meta.zcu.cz/users/auth/oauth2_generic/callback
https://gitlab.meta.zcu.cz/users/auth/ CESNET_OIDC/callback

¥ more information

https://ws.tok.ipp.cas.cz/oidc/oidc_callback

D D G

¥ more information

Search...

@

@ Edit

@ Edit

@ Edit

@ Edit

st | 1 Delete

st | W Delete

elist | i Delete

m il Delete
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OpenlD Connect

Dekuji za pozornost

ceshet makub@cesnet.cz Cer?t

scientific cloud



