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Webova sluzba na serveru

e instalace Apache mod auth openidc
o Vv Debian 9 je verze 2.1.6, v Debian testing 2.3.3

o nainstalovat nejnovejsi z
https://github.com/zmartzone/mod auth openidc/releases/

apt install libjansson4 libhiredis0.13
wget https://github.com/zmartzone/mod_auth_openidc/releases/download/v2.3.0/libcjose0_0.5.1-1.stretch.1_amd64.deb
wget https://github.com/zmartzone/mod_auth_openidc/releases/download/v2.3.3/libapache2-mod-auth-openidc_2.3.3-1.stretch.1_amd64.deb

dpkg -i libcjose0_0.5.1-1.stretch.1_amd64.deb libapache2-mod-auth-openidc_2.3.3-1.stretch.1_amd64.deb

a2enmod auth_openidc


https://github.com/zmartzone/mod_auth_openidc/releases/

Registrace clienta v MITREId

e navstivit https://login.cesnet.cz/oidc/
e vybrat v menu Self-service Client Registration

" Perun CESNET OpenID Connect Home About Statistics Contact

ADMINISTRATIVE Home / Self-service Client Registration
Manage Clients
Whitelisted Clients

g Register a new client Edit an existing client

System Scopes

Use this form to register a new client with the authorization Use this form to edit a previously-registered client. Paste in
PERSONAL server. You will be given a client ID and a registration access your client ID and registration access token to access the
token to manage your client. client.

Manage Approved

Sites 4+ New Client Enter Client ID

Manage Active

Tokens enter QLCJ‘[\:J(“:U‘T Access Toker G Edit Client
View Profile
Information
DEVELOPER

Self-service client
registration

Self-service
protected resource
registration


https://login.cesnet.cz/oidc/

Registrace clienta v MITREid (2) "

e Vv zalozce Main zadat v ,Redirect URIs" URL
koncici na /oauth2callback

e Vv zalozce Access

o zvolit potrebné scopes
o v ,Grant Types” zvolit ,authorization code”

e ulozit a poznamenat si Client Id a Client
Secret



Konfigurace v Apache

OIDCProviderMetadataURL https://login.cesnet.cz/oidc/.well-known/openid-configuration
OIDCProviderMetadataRefreshInterval 3600

OIDCClientID b2bc0708-ec82-418b-a727-42526a99f29c

OIDCClientSecret Eowd2VeXul88eFpaEowd2VeXul88eFpaEowd2VeXul88eFpa
OIDCScope "openid email profile address phone"

OIDCRedirectURI /oauth2callback

OIDCCryptoPassphrase randompassword

<Location /oauth2callback>

AuthType openid-connect
Require valid-user
</Location>
<Location /cgi-bin/>

AuthType openid-connect
Require valid-user
</Location>



Prihlaseni uzivatele

e navstivi chranené URL
e schvali pozadované scopes

" Perun CESNET OpenID Connect Home About Statistics Contact

Approval Required for Makub's Test client

1 Access to:
“7v MetaCentrum

v/ A log in using your identity @

v [ basic profile information @

> v/ ™ email address @
You will be redirected to the following page if you click 7 # physical address
Approve: https://tookl10.ics.muni.cz/oauth2callback

v/ & telephone number @

Remember this decision:
e remember this decision until | revoke it

remember this decision for one hour

prompt me again next time

Do you authorize "Makub's Test client "?

Authorize Deny




Data v CGI proménnych

0IDC_CLAIM_address={"formatted": "UVT MU\r\nSumavska 15\r\nBrno"}
OIDC_CLAIM_aud=b2bc0708-ec82-418b-a727-42526a99f29c
OIDC_CLAIM_auth_time=1520005304
OIDC_CLAIM_email=makub@ics.muni.cz

OIDC_CLAIM_exp=1520006218

OIDC_CLAIM_family_name=Kuba

OIDC_CLAIM_given_name=Martin

OIDC_CLAIM_iat=1520005618
OIDC_CLAIM_iss=https://login.cesnet.cz/oidc/
OIDC_CLAIM_jti=b2ebe1d9-aee9-43e0-bf29-4da7f44909b8
OIDC_CLAIM_kid=rsaT

OIDC_CLAIM_locale=cs

OIDC_CLAIM_name=RNDr. Martin Kuba Ph.D.
OIDC_CLAIM_nonce=XJXVq7RGdFugP7mCZgCOTeArNT4-qyeiKSxFhDE546s
OIDC_CLAIM_phone_number=+420549494240
OIDC_CLAIM_preferred_username=makub
OIDC_CLAIM_sub=3e65bd2aa4c818bd3579023939b546b69e1b75ee@einfra.cesnet.cz
OIDC_CLAIM_zoneinfo=Europe/Prague
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JavaScriptovy client

e pokud vola Resource Server jiny nez
userlnfo, je treba resit CORS hlaviCky

e certifikovana knihovna je oidc-client-js

e https://qithub.com/IdentityModel/oidc-client-js/

e bézi v prohlizeci, nemuze chranit
client_secret -> implicit grant flow

e registrace je stejna, jen v ,Grant Types" zvolit
Jimplicit” a neni potreba Client Secret

e Vv ,Redirect URI(s)" zadat URL pro callback



https://github.com/IdentityModel/oidc-client-js/

Callback URL

<IDOCTYPE html>
<html>
<head>
<meta charset= />
<title> </title>
</head>
<body>
<p id= ></p>
<h2 id= style= ></h2>
<script src= ></script>
<script>
new O O) (function () {
window location
}) .catch(function (&) {

document ( )
document ( )
1)
</script>
</body>

</html>




Minimalni client v JavaScriptu "

<html>
<head> <meta charset= /><title> </title> </head>
<body>
<button id= >Login</button>
<button id= >Logout</button>
<pre id= ></pre>
<script src= ></script>
<script>
document ( ) ( function() { t): 3 )
document ( ) ( function() { €)e: } )
var new (N |
})
@) (function ( ) {
154 ) £
( )
} else {
( )
¥
})
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Vlastni implementace

e Vvlastni implementace je snadna

e prihlaseni ve 3 krocich
o autentizace uzivatele a ziskani access code
O vymena access code a client_secret za access token
o vymena access token za user claims

e nejdrive musi zjistit
Z /.well-known/openid-configuration URL pro
o authorization endpoint

o token endpoint
o userlnfo endpoint



vlastni implementace - 1. krok "

e preposlat browser na authorization endpoint

https://login.cesnet.cz/oidc/authorize?

response _type=code
&scope=openid+email+profile+address+phone
&client_id=

&redirect_uri=

&state=



vlastni implemetace - 2. krok

e OP vrati browser na URL specifikovanée
v 1. kroku v parametru redirect_uri a prida
dva parametry - state a code

e client musi overit, ze obdrzena hodnota state
se rovha hodnote state zaslane v 1. kroku

e udéla HTTP x-www-form-urlencoded POST

pozadavek na token endpoint a zasle mu
grant_type=authorization_code&code=
&redirect_uri=
&client_id= &client_secret=



vlastni implementace - 3. krok "

e token endpoint vrati JSON zpravu, v niz je
o Vv access_token hodnota access tokenu
o Vv expires_in delka doby platnosti
o Vv scope seznam schvalenych scopes, pokud se lisi
o Vv id_token hodnota id tokenu

e client udéela HTTP pozadavek na userlnfo
endpoint s HTTP hlaviCkou

Authorization: Bearer
e zpatky dostane JSON zpravu s user claims
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